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ABSTRACT

ENCRYPTED SEARCH: ENABLING STANDARD INFORMATION RETRIEVAL
TECHNIQUES FOR SEVERAL NEW SECURE INDEX TYPES WHILE PRESERVING
CONFIDENTIALITY AGAINST AN ADVERSARY WITH ACCESS TO QUERY

HISTORIES AND SECURE INDEX CONTENTS

by
ALEXANDER R. TOWELL

Chairperson: Professor Hiroshi Fujinoki

Encrypted Search is a way for a client to store searchable documents on untrusted systems
such that the untrusted system can obliviously search the documents on the client's behalf,
i.e., the untrusted system does not know what the client is searching for nor what the
documents contain. Several new secure index types are designed, analyzed, and
implemented. We analyze them with respect to several performance measures:
confidentiality, time complexity, space complexity, and search retrieval accuracy. In order to
support rank-ordered search, the secure indexes store frequency and proximity information.
We investigate the risk this additional information poses to confidentiality and explore ways
to mitigate said risk. Separately, we also simulate an adversary who has access to a history

of encrypted queries and design techniques that mitigate the risk posed by this adversary.

KEYWORDS: (Encrypted Search, Information Leaks, Perfect Hash Filter, Query Obfuscation,

Secure Indexes)
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CHAPTER |
INTRODUCTION

Organizations are eager to take advantage of cloud storage. Cloud storage is:

e Reliable—storage management is delegated to expertise of cloud storage provider (CSP).
e Scalable—as storage needs change, pay more or less as needed.

e (ost-effective—cloud storage providers are efficient (division of labor).

e Accessible—storage can be accessed anytime and anywhere.

e Sharable—every resource (e.g., directories, files) has a URL.

However, a significant disadvantage to cloud storage is loss of control over confidentiality. An
organization loses control over an unencrypted document’s confidentiality when it is hosted in the
cloud.

In [1], one of the earlier papers presented on Encrypted Search, the author observes that many
individuals and organizations wish to exploit cloud storage services, but do not trust the CSP with
their confidential data. That is, organizations trust the CSP with storage logistics but they do not
trust the CSP with their need for confidentiality.

The naive solution to regaining control over confidentiality of cloud-hosted documents is achieved
using encryption. Before a document is uploaded into the cloud, it is encrypted. Subsequently, to
access this document, clients download it to a trusted machine and decrypt it.

Often, the documents of interest are not known in advance. Consequently, the ability to perform
searches over a collection of documents is needed. In the naive solution, this entails the following
sequence of actions:

(1) Download the collection of encrypted documents to a trusted machine.
(2) Decrypt the encrypted documents.
(3) Search through the decrypted documents using any available search facility on the trusted

machine.

This approach breaks down if an organization has a large collection of confidential documents. It is
both time consuming and costly in terms of transmission costs (i.e., downloading a large corpus) and
energy costs (i.e., decryption is computationally demanding).

The larger the collection of confidential documents, the more costly the naive solution is. This
inefficiency is especially evident on resource-constrained machines, e.g., smartphones with limited
bandwidth and energy.

What is sought is some way to allow the CSP to search the encrypted documents on behalf of
clients, and returning only those documents relevant to client queries. Furthermore, this should be
done without revealing the contents of documents (data confidentiality) nor the contents of client
queries (query privacy). In other words, the CSP should be able to perform oblivious searches on



behalf of authorized users. Finally, the CSP should not be able to initiate meaningful searches except
on behalf of authorized users.

The ability to search over a collection of encrypted documents without needing to decrypt them first
is known as Encrypted Search?. In light of the advantages of cloud storage, Encrypted Search has
recently gained a lot of traction in the research community.

Many solutions to this problem have been proposed. Chapter 2 describes existing work in Encrypted
Search with attention paid to the strengths and weaknesses of various proposals.

Y Encrypted Search is a narrow specialization of the computationally demanding field of fully homomorphic
encryption (FHE) [41].



